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XSS

Cross-Site-Scripting ist eine Art der HTML Injection.
Cross-Site-Scripting tritt dann auf, wenn eine
Webanwendung Daten annimmt, die von einem
Nutzer stammen, und diese Daten dann an einen
Browser weitersendet, ohne den Inhalt zu tberprifen.
Damit ist es einem Angreifer moglich, auch Skripte
indirekt an den Browser des Opfers zu senden und
damit Schadcode auf der Seite des Clients
auszufuhren.

https://de.wikipedia.org/wiki/Cross-Site-Scripting
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Schutzt den Benutzer
Nicht die Anwendung
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Security

Web Application Security

There are bad people ready and willing to exploit your web application. It is important that you take necessary precautions to
harden your web application’s security. Luckily, the fine folks at The Open Web Application Security Project (OWASP) have compiled
a comprehensive list of known security issues and methods to protect yourself against them. This is a must read for the security-

conscious developer

» Read the OWASP Security Guide

Password Hashing

Eventually everyone builds a PHP application that relies on user login. Usernarmes and passwords are stored in a database and later
used to authenticate users upon login

It is important that you properly hash passwords before storing thermn. Password hashing is an irreversible, one way function
performed against the user’s password. This produces a fixed-length string that cannot be feasibly reversed. This means you can
cormpare a hash against another to determine if they both came from the same source string, but you cannot determine the original
string. If passwords are not hashed and your database is accessed by an unauthorized third-party, all user accounts are now
compromised. Some users may (unfortunately) use the same password for other services. Therefore, it is important to take security

seriously
Hashing passwords with password hash

In PHP 5.5 password hash was infroduced. At this time it is using BCrypt, the strongest algorithm currently supported by PHP. It
will be updated in the future to support more algorithms as needed though. The password compat library was created to provide

http://www.phptherightway.com/#security
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W3C Content Security Policy

CSP 1.0
http://www.w3.org/TR/CSP/

CSP 1.1 (In Arbeit)

https://dvcs.w3.org/hg/content-security-policy/r
aw-file/tip/csp-specification.dev.html


http://www.w3.org/TR/CSP/
https://dvcs.w3.org/hg/content-security-policy/raw-file/tip/csp-specification.dev.html
https://dvcs.w3.org/hg/content-security-policy/raw-file/tip/csp-specification.dev.html

» Show options = Not supported

Content Security Policy

Mitigate cross-site scripting attacks by whitelisting allowed sources of script, style, and other

resources.
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The HTTF header is '¥-Content-Security-Folicy' for Firefox and [E 10&11, and '#¥-WebKit-CSF' for Safari and Chrome. [E

10&11's support is limited to the 'sandbox’' directive.

http://caniuse.com/#search=csp


http://caniuse.com/#search=csp

Konfiguration

Apache

<IfModule mod_headers.c>

Header set Content-Security-Policy "default-src ’'self';"
</IfModule>

PHP
header ("Content-Security-Policy: default-src 'self';");



$ curl -I http://dev.walterebert.com

HTTP/1.1 200 OK

Date: Sat, 02 Nov 2013 12:49:57 GMT

Server: Apache/2.2.22

X-Powered-By: PHP/5.3.17

Cache-Control: max-age=0

Expires: Sat, 02 Nov 2013 12:49:57 GMT
Content-Security-Policy: default-src 'self’;
Vary: Accept-Encoding

Content-Type: text/html; charset=utf-8


http://dev.walterebert.com/
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Reporting

Apache

<IfModule mod_headers.c>
Header set Content-Security-Policy-Report-Only \
"default-src ’'self'; report-uri /csp-reporter.php;”

</IfModule>

PHP

header ("Content-Security-Policy-Report-Only: default-src 'self’;

report-uri /csp-reporter.php;”);



csp-reporter.php

<?php
header ('HTTP/1.1 204 No Content');

$data = file_get_contents('php://input’);
if (is_string($data) and json_decode($data)) {
syslog(LOG_INFO, $data);



HTTP POST

{

"csp-report”:

{
"document-uri”:"http://dev.walterebert.com/",
"referrer”:"",
"violated-directive”:"default-src 'self' ",
"original-policy"”:"default-src 'self'; report-uri /csp-reporter.php;”,
"blocked-uri”:"http://cdn.slidesharecdn.com”,
"status-code”:200

3


http://dev.walterebert.com/
http://cdn.slidesharecdn.com/

Chrome

{"csp-report”:{"document-

uri”:"http://dev.walterebert.com/"”,"referrer”:"", "violated-directive”:"default-src
'self' ","original-policy”:"default-src 'self' ; report-uri /csp-
reporter.php;”,"blocked-uri”:"http://cdn.slidesharecdn.com”,”status-code"”:200}}

{"csp-report”:{"document-
uri”:"http://dev.walterebert.com/"”,"referrer”:"","violated-directive”:"default-src
'self' ","original-policy"”:"default-src 'self' ; report-uri /csp-

reporter.php;”, "blocked-uri”:"data”, "status-code"”:200}}

{"csp-report”:{"document-

uri”:"http://dev.walterebert.com/","referrer”:"" "violated-directive”:"default-src
'self’ ","original-policy"”:"default-src 'self’ ; report-uri /csp-

reporter.php;"”, "blocked-uri”:"" 6 "status-code"”:200}}



Firefox

{"csp-report”: {"document-uri”:"http://dev.walterebert.com/", "referrer”:"", "blocked-uri":"https://cdn.slidesharecdn.con/ss_thumbnails/responsive-design-drupal-meetup-frankfurt-130912115128-phpapp@1-thumbnail-2. jpg?1379004938" , "violated-directive": "default-src http://dev.walterebert.com:80"}}
{"csp-report”: {"document-uri”: "http://dev.walterebert.con/", "referrer”:"", "blocked-uri”: "https://cdn.slidesharecdn.com/ss_thumbnails/web-performance-opt imierung-developer-week-2013-130625082350-phpapp@2-thumbnail-2. jpg?1372582510", "violated-directive”: "default-src
http://dev.walterebert.com:80"}}

{"csp-report”: {"document-uri”: "http://dev.walterebert.com/", "referrer”:"", "blocked-uri”: "https://cdn.slidesharecdn.com/ss_thumbnails/webperfdays-amsterdam-2013-responsive-video-130519125920-phpapp@2-thumbnail-2. jpg?1378556655" , "violated-directive”: "default-src http://dev.walterebert.com:80"}}
{"csp-report”:{"document-uri”: "http://dev.walterebert.com/", "referrer”:"", "blocked-uri":"self", "violated-directive": "inline script base restriction”,"source-file":"http://dev.walterebert.con/","script-sample”:"\n// Responsive menu\nif (typeof window.ma...”,"line-number”:14}}

{"csp-report”: {"document-uri”: "http://dev.walterebert.com/", "referrer”:"", "blocked-uri”: "https://cdn.slidesharecdn.com/ss_thumbnails/web-performance-drupal-meetup-frankfurt-2013-130314172209-phpapp01-thumbnail-2. jpg?1363299801", "violated-directive” : "default-src
http://dev.walterebert.com:80"}}

{"csp-report”:{"document-uri": "http://dev.walterebert.com/", "referrer”:"", "blocked-uri”: "http://cdn. slidesharecdn. con/ss_thumbnails/responsive-design-drupal-meetup-frankfurt-130912115128-phpappl-thumbnail-2. jpg?1379004938" , "violated-directive”: "default-src http://dev.walterebert.com:80"}}
{"csp-report”: {"document-uri”: "http://dev.walterebert.com/", "referrer”:"", "blocked-uri”: "http://cdn. slidesharecdn. con/ss_thumbnails/web-performance-optimierung-developer-week-2013-130625082350-phpapp02-thumbnail-2. jpg?1372582510" , "violated-directive”: "default-src
http://dev.walterebert.com:80"}}

{"csp-report”: {"document-uri”: "http://dev.walterebert.com/", "referrer”:"", "blocked-uri”: "http://cdn. slidesharecdn. con/ss_thumbnails/webperfdays-ansterdan-2013-responsive-video-130519125920-phpapp02-thumbnail-2. jpg?1378556655", "violated-directive”: "default-src http://dev.walterebert.com:80"}}

{"csp-report”:{"document-uri”: "http://dev.walterebert.con/", "referrer”:"", "blocked-uri": "http://cdn.slidesharecdn.con/ss_thumbnails/web-performance-drupal-meetup-frankfurt-2013-130314172209-phpapp@1-thumbnail-2. jpg?1363299801", "violated-directive”: "default-src http://dev.walterebert.com:80"}}
("csp-report”:{"docunent-uri”: "http://dev.walterebert.con/", "referrer”:"", "blocked-
uri”:"data:image/png;base64, iVBORWeK NSUREUZAAAEKAAAANCAMAAACT dUHMAAAAMFBHVEUF CAMRE g82GXKh IyAGPDLKZINTb 745 bCS1 TGemr CushCStcvIycze3+Hu7 /HO/ /xe1Z5BAAABUBLEQVRAAZ3UTCr cQAF AMmomY /xe07 /buthd] ta+ufNYVKLATHBSeF /E3Pyh/1TEQLCF 237V IHCV2t tub+1 20MNh L PVIXCPPU* txVku/2NFGSMDZ50y54r +xdSFNZWA

F801b1d/FxKYmEivtDESggvdhoJ jRWxPPCFHWMxuUpn1gGWc3Xyal SVZVU+XeXrvIGYUtuZj0Ty+Mh4+HXutgF4qxbyI1gtWZy91UivnpXpIWBb1WUQU31G41mgNGPEcqCY7kxKiimCYrTiJroLGDUTcZruJyS7zV5meBRiv1b4cATbSVhITCmHNaWpGLtSE6hAFAYEVes9IrhlsjDaIw3Q5/LknhBWRUr3UmytPFKXviUDM3Z1QM5q/Ej3vaVD5X97kpKK9Ukv11WPJK6akn52ko4DafwlPdftG7
13yDPBLAFKHALARHZL veYuBwIf6Vx00GoKxAda/@g4kk0q5LBIVdpVa3GpicIHQg4izjLnkA4VZPQeIGGT3Tx/8zkicqpaZJuB7fgj0e9d7cGwqG3Bbb78F5w7vdHaak8GXENGY5T4c67XEWBHINXTvpSdYo613TOYXgZ5KQK6SpSCAAAAASUVORKSCYII=", "violated-directive”: "default-src http://dev.walterebert.com:80"}}

("csp-report”:("docuent-uri": "http: //dev.walterebert. con/”, "referrer”:"*, "blocked-
uri":"data:inage/png;base64, iVBORWOK( NSUREUgAAAEK b: MFBMVEU. ernklJqu/rpOZS\/LqlxtTvunTJyEnzy.VLYAuXMMPquUSOPQ//ch7hCAAAC1E1EQVR4Ae3X4ZKrKBAFYECOgAde//bbJcVNLPquqcn3PuvaKverIZkJ+1v5k2Yowt+RcopRyN+QhBJTFvCuhASlSIrCmSJKppIquOmpAkqosqchNanRQBkaJcISSSakC
douEsLleThlqRprXzPensRBLvschlgsssevathKszr+SIs><Ns19socaprJJHDxamozxahReJBVABAFV:kaaow+s5Ig+c1KzsIxswny1Vng+b1xuznhByZRueLcJukaq Nm2z5KKKISnLIIpKQpoB6h KWF jm2S1ndaaNvk7Vpa/ FU2FMkuwAszy 3PEb21vZLue7PDCIpL YYQRTO5h JB FpLos67F 9P8plebTHBphy 1HBKBo391 Falq9R22zai j 2WeXh

h+Sm7h1GI0Eb211EySLEFr2SU9shradhWpFonTiyQpiBV2Nox2GEAC5L6seTWOUIKZpzNTpCEE iN+Su2xLqunficBMYoImT81bdXjyneSKxKD6L +kEbvILpnbfkh1r1dJIfqbjf+Qel901C6159Pd93aVKE I Li5ICC1bkk11 7v1sp3+evrqw+q1zaex;<5ao5gx3y|<5kzemb/esdnxmemp/:sFeqpaamuuxn;lnjpdmfxew PFNEE+/JTyNefPuugIxY1/ombX/UL39/MnIkQd/Fuvg/ibz
2BFC/2fz2hXIrVmyFanZQNz3jV/R1C8bBoh7gVFLISLCWNLZXmqGi r222 fun+0/71SZeGXIYESh39bP6xBHprG3y INUd4FRTACITCSyeT2m/Mi759vLqPPPAF xyu4pEMy49KT/ /4C+]7/AAp/ tEcmKUUDAAAAAE LF TKSUQMCC” , "violated-directive”: "default-src http://dev.walterebert.com:80"}}

{"csp-report”:{"document-uri”: "http://dev.walterebert.com/", "referrer”:"", "blocked-

uri”:"data: inage/pg; base64, iVBORWOKGEOAAAANSUREUZAAAE KAAABE CAMAAADBI+ EWAAAAWFBMVEXL TPDC29+W§7LDVOODFKMhayWkLOgN7p6d J9wa5 Y553 tSNZVA tSARL SARL SANHTT StrbnPzOTxBFLpGeasveTCusioarKy tLuk jpnl 3 JeMk Jucn6 i anaaf oquipas/hICBhpKUTKKS 1gCR1Z+PKS 1 2f InF i pHXm6 SUTKF 5 4t 8g05udY Txe IV zeoZkbXpmb3xocX5rc3ovd4ntd
YFgandrdIBbZnNTYGS JWWhOXWtQX21 JWmh JWWdKWm3 // /

+KYSnGAAAGVKLEQVR4AazZSZW JMBTF8bDOChPA+QgBB3ICKGSZIq6wanfd/q7k+ IGxFnV1/uN1U+uvat5vv37L5xu/wpV twXpyC61RFLNLe1MSSMebDOBpcmae 3aEyKVZRLGRXX Inr 9EAYGKK 1 Z8d9RWeoW7 ey6MGY 3p+tLUSARK6XICDEMOX +Mamx S INRImZSmdOF SgrUQFR+1FYSWSKNRWbLIHE 5yDvvgp2a7YrNAGbOgS 41 dHFNV+/yBIm6+F xO+tyROXRYXIL R mpmUURHIU tvWWAHCEZE Yy
CZ3WG25UalqU6aBou0eHSABLUa22ZTbcWi awnl ZgtAZXKF5DCTX0AL1xQUANM1 gWKx jMZuga T OWTMyusQHrweV F SoLACRT MZankrCmkD1ZDG9sSq2EpVgpbZPUSIDYP8EEQCL YxtiW1 DW5x swNLk9asCapAmd1qQcVCObtCVhEVTa5ybgKU/ 3uQ/ r8TGIWIHO496VNaDXM1AA9 jXRZ3Gr Xb1bCmN4/h JvmgBy 2YKxUk r ZKEH8 L F+UETPCOUO3aBNXMDS8/ 1F4/g1yihI6vVogsQM
hxSopkmqvddC9/ tsvriCCWsaWHo8gwKLFISUtznJpFC8/9Qhnaauqgztiat i6X6/P+4PGsrV8HzdcqUqI700eztfvz/Wop@0IvaaFUs/ fXuswd/UR}19ZLTv/gA41M+X5UOKpY S6v70mSQUXrKWbsSZFUF 26 TT3Co0BPHLVKe12CG+2F gHV7FPMFVHLML Id/ TOVOWOBEGYEKOLMKIX3dLK 1 rbTF336aT3USNndQVZ9avnNKIdWajnnU6dVIyhEFWQg1WjaK+1cR3Tof X8uR+zf /VRIIK/Dsih
TAxzmGeclL.c2M8zzdXrfnsvN6vm8LX/fxtvt8RjH6+Nnq076QtWHg4b+0jIMI1dKI8MI6QaZWB7vOVFIX3c7INL1/Y976bvfnuZyN+okkNgiYe7qYhaQlIAgVFtASOR5pPSe7FDLIH4vI/L+p7stR70bCcR2QKMARj JPd4iE/ncwCOikXoSfIScz98f7hyE/
+v2evrThpMqwIpTXjdSFECTAXXLcFyppDDNioVpzXz/Lmv+UdV2/3YRuJHjvniSDBtnSzXmYgF 11 1pfBiEqynmQsyMNM1/c8TqK JUCSPnXygnX jg2JHBSLCYjUQN1Z L8 QZTpKAbBSUr Cy 1FDTVGiKr 7hgScwxIydgXxniA jkazSpn25IrhfTpozMdsB+7c7THIWY sutHfeqG774YvdE7VNAF t j63DdXqcC40t Tgria7DSPTYNSFHNCXSATYLEEVgSUL J4aF q4mjvGXYeKRnLOpheHkQmxRBZFG
EaJjAJIjzBrHakrUGwLY5Fu3D3p7kmVak5jH2M2UpcL YUWSUVRImEMgy8UMs8RX3alXaWfrUZ10zICyelrwsiEoQB+1zHwIKIfysXm6g8W28FVKqUL tqrSRInjwKLRNGgpVZkowl CAx1FDs TqB4+68. ESwEeQz9cYAtKZF /T1SIKe4aaburaBIBK7unalJ3m2gXUf1+2SXHF fRzoAQ/S9unG2vf6u71clo7yLbBGNwaOSW6eToZW/uEDTNMnmoD /NtCG4UE6ZxVNWnH2B2PPcq
ZCC/nLFDRz3pz/ ibqZRavmhfy/

+bJLUhyGgfCMAXKM+VONFILIb7VjKbM/7zysUsFyIn@1tSgXVDn110ze+w/IBgsC5MCoXBkbtK76SEWtWHYAeP1SWEWS jDCLZUf5RpZ1urQVn+KFARNCE fFmk1FdIZpoeWUhCfdb6BAwgjh6rQzZXVOcOlmtkCsm3AIpWjA6STN7 J3WURJHGRXQTQiE49jGuh45x+XYvzDH213GIfX271gK5qBK4SSWG3RRVIbN+2ROZN617X9snJub5DCr6LKsqKBLLNSFCasku+bx95Lz1F+ve8rpnSvbMx5yzy
hOyg2pCTbIoW6uL pZH78ZH3KdvYcrDlectPIF92G7eSSEDOSODUKNr+rWiP+r16ePkrl11Uyy4FY3nX@sHhv8bbI6gOCveTLV/b81hdzVd08mPbY jo65nzkzmndzD+K94CLIPaZWtxXHtayhOIVASF78ciB1 SOYWTY+FSekKL67dWVqeZnhTGY-+HeDg6 Tl ScaMAu/ppUtURDEI51qt xAeRXXWPNP i ZVA T/ x2MY 1dalVZRQ4J6BK7CgyyBalxSLhhCy Fk jEUSPhSViNO7xz119Qucjgel
knTbhJJV1ZV/QTofOBKQva6F 1L FhzKvy3J93bzvF 325+y3QFX1EqIQAAAABIRUSErkJggg==", "violated-directive": "default-src http://dev.walterebert.com:80"}}

{"csp-report”: {"docunent-uri”: "http: //dev.walterebert. con/”  "referrer”: " "blocked-uri": "seL" "violated-directive": "inline script base restriction","source-file": "http://dev.walterebert.con/","script-sanple”: "\n\tif (typeof window.natchiedia \"unde. ..","line-number": 266}

{"csp-report”: {"document-uri”: "http://dev.walterebert.com/", "referrer”:"", "blocked-uri”:"self", "violated-directive": "inline script base restriction”,"source-file":"http://dev.walterebert.com/","script-sample”:"\n/* Modernizr 2.6.2 (Custom Build) | MIT...","line-number”:274}}

{"csp-report”: {"document-uri”: "http: //dev.wal terebert. con/ing/logo2. svg", "referrer: "http: //dev. walterebert. con/”, "blocked-uri”: "self", "violated-directive”: "inline style base restriction”, "source-file": "http://dev.walterebert.con/ing/logo2. svg","script-sample”:"fill:#007a00; stroke:none; ")}
{"csp-report”: {"document-uri”: "http://dev.walterebert.com/ing/logo2.svg", "referrer”: "http://dev.walterebert.com/", "blocked-uri”: "self", "violated-directive”: "inline style base restriction”,"source-file":"http://dev.walterebert.com/ing/logo2.svg","script-sample”:"fill:#007a00;strok:
{"csp-report”: {"document-uri”: "http://dev.walterebert.con/ing/logo2.svg", "referrer”: "http: //dev.walterebert.con/”, "blocked-uri”: "self", "violated-directive”: "inline style base restriction”,"source-file”:"http://dev.walterebert.con/img/logo2.svg","script-sample”: "fill:#007a00;stroke:none;"}}
{"csp-report”: {"document-uri”: "http://dev.walterebert.com/ing/logo2.svg", "referrer”: "http://dev.walterebert.com/", "blocked-uri”: "self", "violated-directive”: "inline style base restriction”,"source-file":"http://dev.walterebert.com/ing/logo2.svg","script-sample”:"fill:#007a00;strok:
{"csp-report”: {"document-uri”: "http://dev.walterebert.con/ing/logo2.svg", "referrer”: "http: //dev.walterebert.con/”, "blocked-uri”: "self", "violated-directive”: "inline style base restriction”,"source-file”:"http://dev.walterebert.con/img/logo2.svg","script-sample”: "fill:#007a00;stroke:none;"}}
{"csp-report”: {"document-uri”: "http://dev.walterebert.com/ing/logo2.svg", "referrer”: "http://dev.walterebert.com/", "blocked-uri”: "self", "violated-directive”: "inline style base restriction”,"source-file":"http://dev.walterebert.com/ing/logo2.svg","script-sample”:"fill:#007a00;strok:
{"csp-report”: {"document-uri”: "http://dev.walterebert.com/ing/logo2.svg", "referrer”: "http://dev.walterebert.com/", "blocked-uri”: "self", "violated-directive”: "inline style base restriction”,"source-file":"http://dev.walterebert.com/ing/logo2.svg","script-sample”:"fill:#007a00;stroke:none;"}}
{"csp-report”:{"document-uri”: "http://dev.walterebert.con/ing/logo2.svg", "referrer”: "http://dev.walterebert.con/", "blocked-uri”: "self", "violated-directive”: "inline style base restriction”,"source-file":"http://dev.walterebert.con/img/logo2.svg","script-sample”:"fill:#007a00; stroke:none;"}}
{"csp-report”: {"document-uri”: "http://dev.walterebert.com/ing/logo2.svg", "referrer”: "http://dev.walterebert.com/", "blocked-uri”: "self", "violated-directive”: "inline style base restriction”,"source-file":"http://dev.walterebert.com/ing/logo2.svg","script-sample”:"fill:#007a00;stroke:none;"}}
{"csp-report”:{"document-uri”: "http://dev.walterebert.con/ing/logo2.svg", "referrer”: "http://dev.walterebert.con/", "blocked-uri”: "self", "violated-directive": "inline style base restriction”,"source-file":"http://dev.walterebert.con/img/logo2.svg","script-sample”:"fill:#007a00; stroke:none;"}}
{"csp-report”: {"document-uri”: "http://dev.walterebert.com/ing/logo2.svg", "referrer”: "http://dev.walterebert.com/", "blocked-uri”: "self", "violated-directive”: "inline style base restriction”,"source-file":"http://dev.walterebert.com/ing/logo2.svg","script-sample”:"fill:#007a00;stroke:none;"}}
{"csp-report”:{"document-uri”: "http://dev.walterebert.con/ing/logo2.svg", "referrer”: "http://dev.walterebert.con/", "blocked-uri”: "self", "violated-directive”: "inline style base restriction”,"source-file":"http://dev.walterebert.con/img/logo2.svg","script-sample”:"fill:#007a00; stroke:none;"}}
{"csp-report”: {"document-uri”: "http://dev.walterebert.com/ing/logo2.svg", "referrer”: "http://dev.walterebert.com/", "blocked-uri”: "self", "violated-directive”: "inline style base restriction”,"source-file":"http://dev.walterebert.com/ing/logo2.svg","script-sample”:"fill:#007a00;stroke:none;"}}
{"csp-report”: {"document-uri”: "http://dev.walterebert.com/ing/logo2.svg", "referrer”: "http://dev.walterebert.com/", "blocked-uri”: "self", "violated-directive”: "inline style base restriction”,"source-file":"http://dev.walterebert.com/ing/logo2.svg","script-sample”:"fill:#007a00;stroke:none;"}}
{"csp-report”: {"document-uri”: "http: //dev.walterehert. con/ing/10go2. svg","referrer”: "http: //dev.walterebert. con/", "blocked-uri": "self"  "violated-directive”: "inline style base restriction”,"source-file": http://dev.walterebert.con/ing/1ogo2.svg" "script-sample”: "fill:#007200; stroke:none;"}}
{"csp-report”: {"document-uri”: "http://dev.walterebert.com/ing/logo2.svg", "referrer”: "http://dev.walterebert.com/", "blocked-uri”: "self", "violated-directive”: "inline style base restriction”,"source-file":"http://dev.walterebert.com/ing/logo2.svg","script-sample”:"fill:#007a00;stroke:none;"}}
{"csp-report”: {"document-uri”: "http: //dev.walterehert. con/ing/10go2. svg","referrer”: "http: //dev.walterebert. con/", "blocked-uri": "self"  "violated-directive”: "inline style base restriction”,"source-file": http://dev.walterebert.con/ing/1ogo2.svg" "script-sample”: "fill:#007200; stroke:none;"}}
{"csp-report”: {"document-uri”: "http://dev.walterebert.com/ing/logo2.svg", "referrer”: "http://dev.walterebert.com/", "blocked-uri”: "self", "violated-directive”: "inline style base restriction”,"source-file":"http://dev.walterebert.com/ing/logo2.svg","script-sample”:"fill:#007a00;stroke:none;"}}
{"csp-report”: {"document-uri”: "http: //dev.walterehert. con/ing/10go2. svg","referrer”: "http: //dev.walterebert. con/", "blocked-uri": "self"  "violated-directive”: "inline style base restriction”,"source-file": http://dev.walterebert.con/ing/1ogo2.svg" "script-sample”: "fill:#007200; stroke:none;"}}
{"csp-report”: {"document-uri”: "http://dev.walterebert.com/ing/logo2.svg", "referrer”: "http://dev.walterebert.com/", "blocked-uri": "self", "violated-directive”: "inline style base source-file": "http://dev.walterebert.com/ing/logo2.svg", "script-sample”:"fill:#007a00; stroke:none;"}}
{"csp-report”: {"document-uri”: "http://dev.walterebert.con/img/logo2.svg", "referrer”: "http: //dev.walterebert.con/", "blocked-uri”: "self", "violated-directive”: "inline style base "£111:#00700; stroke:none; ")
{"csp-report”: {"document-uri”: "http://dev.walterebert.com/ing/logo2.svg", "referrer”: "http://dev.walterebert.com/", "blocked-uri”: "self", "violated-directive”:"inline style base restriction :"fi11:4007a00; stroke:none;"}}
{"csp-report”: {*document-uri®: *http: //dev.wal terebert.con/", “referrer”: **, "blacked-uri”: "self", "violated-directive": "inline script base restriction”, "source-File": *http://dev.walterebert.con/", "script-sample”:

" "source-file": "http://dev.walterebert . con/ing/logo2. svg"  "script-sample”
", "source-file": "http://dev.walterebert.con/ing/logo2.svg", "script-sample”
try { for(var lastpass_iter=0; lastpass




Direktiven

default-src : Alle Ressourcen

img-src : Bilder

style-src : Stylesheets

media-src : Audio + Video

frame-src : iframes

connect-src : AJAX, WebSockets, EventSource
font-src : Schriften

object-src : Flash, Java, usw.



Keywords

* : Alles erlauben

'none’ : Nichts erlauben

'self ' : Nur Ursprungsdomain (nicht Subdomains)
'unsafe-inline' : Inline JavaScript + CSS
'unsafe-eval ' : JavaScript eval()



BISNELE

# Lokal + Inline CSS/JS + Data URI
default-src 'self'; style-src 'unsafe-inline'; script-src 'unsafe-inline'; img-src data:;

# Lokal + CDN
default-src 'self’ *.amazonaws.com;

# Lokal + Bilder von Uberall
default-src 'self'; img-src: *;

# Nur SSL
default-src https:;

# Explizite Freigaben
default-src 'none’; style-src 'self'; script-src 'self'; img-src 'self’;



Browserunterschiede

Firefox

default-src 'self': script-src 'unsafe-inline’:
) )

Chrome

default-src 'self'; script-src 'self' 'unsafe-inline’;



$ curl -1 http://walterebert.com
HTTP/1.1 200 OK

Date: Mon, 18 Nov 2013 19:38:14 GMT
Server: Apache

Cache-Control: max-age=0, no-cache

Content-Security-Policy: default-src 'self'; img-src data: http:
https: *.slidesharecdn.com *.slideshare.net; script-src 'self’
'unsafe-inline’; style-src 'self’' 'unsafe-inline’; report-uri /csp-
reporter.php;

Vary: Accept-Encoding
Content-Type: text/html; charset=utf-8



Beispiele blockierter URIs

mx://res/reader-mode/reader.html

chromenull://
chromeinvoke://1fb8adb44a3bgf7b1671bfs082dbf486
chromeinvokeimmediate://95dc806b8obec27e456ff17770b82cf8
chrome-extension://noojglkidnpfjbincgijbaiedldjfbhh
android-webview
safari-extension://com.wotservicesoy.wot-fféww26hl3
safari-extension://com.avast.wrc-6h4hrtuse3
moz-icon://noscript?size=32&contentType=video/ogg
http://cdncache-a.akamaihd.net
https://d3ijcisge2ziok.cloudfront.net
https://translate.googleapis.com


https://d3ijcis4e2ziok.cloudfront.net/

walter tberl

@wltrd
walterebert.de
walterebert.com

slideshare.net/walterebert

DrupalCamp Frankfurt, 12.-13. April 2014

drupal-am-main.de


http://twitter.com/wltrd
http://walterebert.de/
http://slideshare.net/walterebert
http://drupal-am-main.de/

Referenzen

http://content-security-policy.com/
https://www.owasp.org/index.php/Content_Security_Policy

http://www.htmlsrocks.com/en/tutorials/security/content-secur
ity-policy/
https://developer.mozilla.org/en-US/docs/Security/CSP

http://caniuse.com/#search=csp
http://mathiasbynens.be/notes/csp-reports
http://www.w3.org/TR/CSP/

https://dvcs.w3.org/hg/content-security-policy/raw-file /tip/csp
-specification.dev.html
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