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# BEGIN WordPress
# Die Direktiven (Zeilen) zwischen „BEGIN WordPress“ und „END WordPress“ sind
# dynamisch generiert und sollten nur über WordPress-Filter geändert werden.
# Alle Änderungen an den Direktiven zwischen diesen Markierungen werden überschrieben.
<IfModule mod_rewrite.c>
RewriteEngine On
RewriteRule .* - [E=HTTP_AUTHORIZATION:%{HTTP:Authorization}]
RewriteBase /
RewriteRule ^index\.php$ - [L]
RewriteCond %{REQUEST_FILENAME} !-f
RewriteCond %{REQUEST_FILENAME} !-d
RewriteRule . /index.php [L]
</IfModule>

# END WordPress





Manche Plugins nutzen .htaccess
 W3 Total Cache
 Security Optimizer (Siteground)
 Disable XML-RPC-API
 …



Eigene .htaccess für Änderungen
/home/username/example.net/htdocs/.htaccess

/home/username/example.net/.htaccess





www
<IfModule mod_rewrite.c>
  # www.example.net → example.net
  RewriteCond %{HTTP_HOST} ^www\.(.+)$ [NC]
  RewriteRule ^ http://%1%{REQUEST_URI} [R=301,L]

  # example.net → www.example.net
  RewriteCond %{HTTP_HOST} !^www\. [NC]
  RewriteCond %{SERVER_ADDR} !=127.0.0.1
  RewriteCond %{SERVER_ADDR} !=::1
  RewriteRule ^ http://www.%{HTTP_HOST}%{REQUEST_URI} [R=301,L]
</IfModule>



Relaunch
<IfModule mod_rewrite.c>
  RewriteEngine On
  RewriteBase /
  RewriteRule ^karriere/?$ /jobs/ [R=301,L]
  RewriteRule ^karriere/(.*)$ /jobs/$1 [R=301,L]
  RewriteRule ^(pages|posts)/(.*)$ /$2 [R=301,L]
</IfModule>



Redirects mit URL-Parameter
<IfModule mod_rewrite.c>
  RewriteEngine On

  # /?page=hallo-welt → /hallo-welt/ (externe Weiterleitung)
  RewriteCond %{QUERY_STRING} page=(.*)
  RewriteRule ^ /%1/? [R=301,L]

  # /?q=suchanfrage → /?s=suchanfrage (interne Weiterleitung)
  RewriteCond %{QUERY_STRING} q=(.*)
  RewriteRule ^ /index.php?s=%1 [L]
</IfModule>



HTTPS erzwingen
<IfModule mod_rewrite.c>
  RewriteEngine on
  RewriteBase /
  RewriteCond %{HTTPS} !=on
  RewriteRule ^ https://%{HTTP_HOST}%{REQUEST_URI} [R=301,L]
</IfModule>
<IfModule mod_headers.c>
  Header set Content-Security-Policy "default-src https:;"
  Header set Strict-Transport-Security: max-age=31536000;
</IfModule>



wp-config.php blockieren
<IfModule mod_authz_core.c>
  <Files wp-config.php>
    Require all denied
  </Files>
</IfModule>



wp-config.php blockieren
<IfModule mod_authz_core.c>
  <Files wp-config.php>
    Require all denied
  </Files>
</IfModule>

Besser ist es die Datei zu verschieben
/home/user/example.net/htdocs/wp-config.php
→ /home/user/example.net/wp-config.php



Login über IP-Adresse schützen
<IfModule mod_authz_core.c>
  <Files wp-login.php>
    Require ip 66.155.40.249
    Require ip 77.87
    Require local
  </Files>
</IfModule>



HTTP Security Headers
<IfModule mod_headers.c>
  Header set X-XSS-Protection "1; mode=block"
  Header set X-Content-Type-Options nosniff

  <IfModule mod_setenvif.c>
    SetEnvIf Request_URI "/embed/$" IS_embed
    Header set X-Frame-Options SAMEORIGIN env=!REDIRECT_IS_embed
  </IfModule>
</IfModule>



Content Security Policy (CSP)
<IfModule mod_headers.c>
Header set Content-Security-Policy "default-src 'self' data:; \
  child-src 'self' blob: *.w.org wp-themes.com *.wp-themes.com; \
  form-action 'self'; frame-ancestors 'self'; \
  img-src 'self' data: *.gravatar.com *.w.org \
    wp-themes.com *.wp-themes.com; \
  object-src 'none'; \
  script-src 'self' 'unsafe-inline'; 'unsafe-eval'; \
  style-src 'self' 'unsafe-inline';"
</IfModule>

b



Versteckte Dateien

<IfModule mod_rewrite.c>
  RewriteCond %{REQUEST_URI} "!(^|/)\.well-known/([^./]+./?)+$" [NC]
  RewriteCond %{SCRIPT_FILENAME} -d [OR]
  RewriteCond %{SCRIPT_FILENAME} -f
  RewriteRule "(^|/)\." - [F]
</IfModule>



Info-Lecks vermeiden

<IfModule mod_authz_core.c>
 <FilesMatch "(^#.*#|\.(bak|conf(ig)?|dist|fla|in[ci]|log|lock|orig|psd|sh|sql|sw[op]|twig|yml)|~|
^(composer|config|package(\-lock)?|yarn)\.json)$">
    Require all denied
  </FilesMatch>
</IfModule>



Textdateien komprimieren
<IfModule mod_deflate.c>
  AddOutputFilterByType DEFLATE \
    application/atom+xml application/javascript application/json \
    application/ld+json application/rss+xml \
    application/xml image/svg+xml \
    text/css text/html text/javascript text/plain text/vtt text/xml
</IfModule>



HTTP Caching
<IfModule mod_expires.c>
  ExpiresActive on
  ExpiresDefault                                                       "access plus 1 week"
  ExpiresByType application/json                    "access plus 0 seconds"
  ExpiresByType application/ld+json              "access plus 0 seconds"
  ExpiresByType application/schema+json  "access plus 0 seconds"
  ExpiresByType application/vnd.geo+json "access plus 0 seconds"
  ExpiresByType application/xml                      "access plus 0 seconds"
  ExpiresByType text/calendar                           "access plus 0 seconds"
  ExpiresByType text/html                                   "access plus 0 seconds"
  ExpiresByType text/xml                                     "access plus 0 seconds"
  ExpiresByType application/rss+xml             "access plus 1 hour"
  ExpiresByType application/atom+xml        "access plus 1 hour"
  <IfModule mod_headers.c>
    Header unset Expires
    Header unset ETag
  </IfModule>
</IfModule>



Nicht speichern Anweisung

<IfModule mod_headers.c>
<If "%{HTTP_USER_AGENT} !~ /archive\.org_bot/">
  Header always set X-Robots-Tag "noarchive"
</If>

</IfModule>



https://perishablepress.com/ultimate-htaccess-blacklist/
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https://github.com/ai-robots-txt/ai.robots.txt
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Änderungen verhindern

wp-content/mu-plugins/tweaks.php

<?php
add_filter( 'flush_rewrite_rules_hard', '__return_false' );



https://gitlab.com/walterebert/wordpress-project/-/blob/master/src/web/.htaccess

https://gitlab.com/walterebert/wordpress-project/-/blob/master/src/web/.htaccess


.htaccess abschalten
<VirtualHost *:443>
  ServerName example.net
  DocumentRoot /var/www/htdocs

  # …

  <Directory /var/www/htdocs>
    AllowOverride None
    # Hier die .htaccess-Regeln ablegen
  </Directory>
</VirtualHost>



https://securityheaders.com

https://securityheaders.com/


https://yellowlab.tools

https://yellowlab.tools/


Mehr Infos
Apache Dokumentation
https://httpd.apache.org/docs/2.4/de/

WordPress Handbuch
https://developer.wordpress.org/advanced-administration/server/web-server/httpd/

HTML5 Boiler Plate
https://github.com/h5bp/server-configs-apache

Ask Apache
http://www.askapache.com/htaccess/htaccess.html

https://httpd.apache.org/docs/2.4/de/
https://developer.wordpress.org/advanced-administration/server/web-server/httpd/
https://github.com/h5bp/server-configs-apache
http://www.askapache.com/htaccess/htaccess.html
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