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.htaccess files provide a way to make configuration changes on a per-directory basis.

& .htaccess files

Related Modules Related Directives

core AccessFileName

You should avoid using . htaccess files completely if you have access to httpd main server config file. Using . htaccess files slows down your
Apache http server. Any directive that you can include in a .htaccess file is better set in a Directory block, as it will have the same effect with
better performance.

“I What they are/How to use them

.htaccess files (or "distributed configuration files") provide a way to make configuration changes on a per-directory basis. A file, containing one or more
configuration directives, is placed in a particular documenidi irecti i i i

Note:

= _htaccess files

What they are/How to use
them

When (not) to use .htaccess
files

How directives are applied

= Authentication example
= Server Side Includes example

Rewrite Rules in .htaccess
files

= CGl| example

= Troubleshooting

See also

= Comments



https://httpd.apache.org/docs/2.4/en/howto/htaccess.html

# WPDE ®B == Neu Willkommen, webmeister
Hilfe =

Dashboard Einstellungen > Permalinks

Beitrage WordPress bietet die Mdglichkeit, individuelle URL-Strukturen fiir deine Permalinks und Archive zu erstellen. Individuelle URL-Strukturen verbessern Asthetik, Benutzerfreundlichkeit und
Vorwértskompatibilitat deiner Links. Eine Reihe an Platzhaltern ist verfligbar (engl.). Hier sind einige Beispiele fiir den Einstieg.

Medien

) Allgemeine Einstellungen
Seiten

A . Wahle die Permalink-Struktur fiir deine Website. Die Verwendung des Platzhalters %postname% macht Links leicht verstandlich und kann dazu beitragen, dass deine Beitrége in

Suchmaschinen besser platziert werden.

Design

Permalink-Struktur @) Einfach

Plugi
LS http://wpde.localhost/?p=123

Benutzer
Tag und Name

Hisrnane http://wpde.localhost/2026/04/11/beispielbeitrag/

Einstellungen

) Monat und Name
Allgemein http://wpde.localhost/2026/04/beispielbeitrag/
Schreiben
Numerisch
Lesen
http://wpde.localhost/archiv/123
Beitragsname

Permalinks http://wpde.localhost/beispielbeitrag/

Datenschutz -5
Datenschu Individuelle Struktur

http://wpde.localhost

Verfligbare Platzhalter:

-

%year% 1 %monthnum% 1‘ %day% ‘|ihhour%.}‘ %minute% ‘[ %5econdﬁ:}‘ %post_id% 1['@gostnarnek, H %category’
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# BEGIN WordPress

# Die Direktiven (Zeilen) zwischen ,,BEGIN WordPress“ und ,,END WordPress“ sind
# dynamisch generiert und sollten nur tber WordPress-Filter geandert werden.

# Alle Anderungen an den Direktiven zwischen diesen Markierungen werden lberschrieben.
<IfModule mod_rewrite.c>

RewriteEngine On

RewriteRule * - [E=HTTP_AUTHORIZATION:%{HTTP:Authorization}]

RewriteBase /

RewriteRule Aindex\.php$ - [L]

RewriteCond %{REQUEST_FILENAME} !-f

RewriteCond %{REQUEST_FILENAME} !-d

RewriteRule . /index.php [L]

</IfModule>

# END WordPress



&% Meine Websites 4 Netzwerkverwaltung: WP Tests Sites Willkommen, webmeister

1. Flge Folgendes zu deiner Datei wp-config.php unter /home/walter/test/wptests.localhost/web/ hinzu, oberhalb der Zeile, die, /* Das war's, Schluss mit
Dashboard dem Bearbeiten! Viel SpaR beim Verdffentlichen. */ “enthilt:

Netzwerkkonfigurationsregeln fir wp-config.php

9. Websites

define( 'MULTISITE', true );

Hene ey define( 'SUBDOMAIN_INSTALL', false );

define( 'DOMAIN_CURRENT_SITE', 'wptests.localhost' );

define( 'PATH_CURRENT_SITE', '/' );

Plugins define( 'SITE_ID_CURRENT_SITE', 1 );
define( 'BLOG_ID_CURRENT_SITE', 1 )

Themes

’

Einstellungen

Netzwerk-Einstellungen 2. Fiige Folgendes zu deiner Datei .htaccess unter /home/walter/test/wptests.localhost/web/ hinzu und ersetze dadurch andere WordPress-Regeln:

Matawaric EnNCtLng Netzwerkkonfigurationsregeln fiir .htaccess

© Menii reduzieren RewriteEngine On

RewriteRule .* - [E=HTTP_AUTHORIZATION:%{HTTP:Authorization}]
RewriteBase /

RewriteRule Aindex\.php$ - [L]

# add a trailing slash to /wp-admin
RewriteRule A([_0-9a-zA-Z-]1+/)?wp-admin$ $1lwp-admin/ [R=301,L]

RewriteCond %{REQUEST_FILENAME} -f [OR]

RewriteCond %{REQUEST_FILENAME} -d

RewriteRule A - [L]

RewriteRule ~([_@-9a-zA-Z-]1+/)?(wp-(content|admin|includes).*) $2 [L]
RewriteRule A([_@-9a-zA-Z-1+/)?(.*\.php)$ $2 [L]

RewriteRule . index.php [L]

Danke ftir dein Veertrauen in WordPress. Version 6.9.4




Manche Plugins nutzen .htaccess

= W3 Total Cache
= Security Optimizer (Siteground)
= Disable XML-RPC-API



Eigene .htaccess fiir Anderungen

/home/username/example.net/htdocs/.htaccess

/home/username/example.net/.htaccess



Server error!

The server encountered an internal error and was unable to complete your request. Either the server is overloaded or there was an error in a CGI script.

If you think this is a server error, please contact the webmaster.

Error 500

wptests.localhost
Apache/2.4.66 (Unix)



<IfModule mod_rewrite.c>
# www.example.net > example.net
RewriteCond %{HTTP_HOST} *www\.(.+)S [NC]
RewriteRule  http://%1%{REQUEST_URI} [R=301,L]

# example.net > www.example.net

RewriteCond %{HTTP_HOST} '"“www\. [NC]

RewriteCond %{SERVER_ADDR} !=127.0.0.1

RewriteCond %{SERVER_ADDR} !=::1

RewriteRule A http://www.%{HTTP_HOST}%{REQUEST_URI} [R=301,L]
</IfModule>



Relaunch

<IfModule mod_rewrite.c>
RewriteEngine On
RewriteBase /
RewriteRule *karriere/?S /jobs/ [R=301,L]
RewriteRule *karriere/(*)S /jobs/S$1 [R=301,L]
RewriteRule " (pages|posts)/(*)S /$2 [R=301,L]
</IfModule>



Redirects mit URL-Parameter

<|fModule mod_rewrite.c>
RewriteEngine On

# [?page=hallo-welt > /hallo-welt/ (externe Weiterleitung)
RewriteCond %{QUERY_STRING} page=(.*)
RewriteRule * /%1/? [R=301,L]

# /?7g=suchanfrage > /7s=suchanfrage (interne Weiterleitung)
RewriteCond %{QUERY_STRING} g=(.*)
RewriteRule * /index.php?s=%1 [L]

</IfModule>



HTTPS erzwingen

<IfModule mod_rewrite.c>

RewriteEngine on

RewriteBase /

RewriteCond %{HTTPS} !=on

RewriteRule * https://%{HTTP_HOST}%{REQUEST_URI} [R=301,L]
</IfModule>
<IfModule mod_headers.c>

Header set Content-Security-Policy "default-src https:;"

Header set Strict-Transport-Security: max-age=31536000;
</IfModule>



wp-config.php blockieren

<IfModule mod_authz_core.c>
<Files wp-config.php>
Require all denied
</Files>
</IfModule>



wp-config.php blockieren

<IfModule mod_authz_core.c>
<Files wp-config.php>
Require all denied
</Files>
</IfModule>

Besser ist es die Datei zu verschieben
/home/user/example.net/htdocs/wp-config.php
» /home/user/example.net/wp-config.php



Login Uiber IP-Adresse schiitzen

<IfModule mod_authz_core.c>
<Files wp-login.php>
Require ip 66.155.40.249
Require ip 77.87
Require local
</Files>
</IfModule>



HTTP Security Headers

<IfModule mod_headers.c>
Header set X-XSS-Protection "1; mode=block"
Header set X-Content-Type-Options nosniff

<IfModule mod_setenvif.c>
SetEnvlf Request_URI "/embed/S" IS_embed
Header set X-Frame-Options SAMEORIGIN env=!REDIRECT_IS_embed
</IfModule>
</IfModule>



Content Security Policy (CSP)

<IfModule mod_headers.c>
Header set Content-Security-Policy "default-src 'self' data:; \
child-src 'self' blob: *.w.org wp-themes.com *.wp-themes.com; \
form-action 'self'; frame-ancestors 'self'; \
img-src 'self' data: *.gravatar.com *.w.org \
wp-themes.com *.wp-themes.com; \
object-src 'none'; \
script-src 'self' 'unsafe-inline'; 'unsafe-eval'; \

style-src 'self' 'unsafe-inline';
</IfModule>




Versteckte Dateien

<lfModule mod_rewrite.c>
RewriteCond %{REQUEST_URI} "!(*|/)\.well-known/([*./]+./?)+$" [NC]
RewriteCond %{SCRIPT_FILENAME} -d [OR]
RewriteCond %{SCRIPT_FILENAME} -f
RewriteRule "(*|/)\." - [F]
</IfModule>



Info-Lecks vermeiden

<IfModule mod_authz_core.c>
<FilesMatch "("#.#|\.(bak|conf(ig)?|dist|flalin[ci]|log|lock|orig|psd|sh|sql|sw[op]|twig|yml)|~|
Acomposer|config|package(\-lock)?|yarn)\.json)$">
Require all denied
</FilesMatch>
</IfModule>



Textdateien komprimieren

<IfModule mod_deflate.c>
AddOutputFilterByType DEFLATE \
application/atom+xml application/javascript application/json \
application/ld+json application/rss+xml \
application/xmlimage/svg+xml \
text/css text/html text/javascript text/plain text/vtt text/xml
</IfModule>



HTTP Caching

<IfModule mod_expires.c>
ExpiresActive on

ExpiresDefault "access plus 1 week"
ExpiresByType application/json "access plus 0 seconds”
ExpiresByType application/ld+json "access plus 0 seconds"

ExpiresByType application/schema+json "access plus 0 seconds"
ExpiresByType application/vnd.geo+json "access plus 0 seconds”

ExpiresByType application/xml "access plus 0 seconds”
ExpiresByType text/calendar "access plus 0 seconds"
ExpiresByType text/html "access plus 0 seconds"
ExpiresByType text/xml "access plus 0 seconds"
ExpiresByType application/rss+xml "access plus 1 hour"
ExpiresByType application/atom+xml  "access plus 1 hour"

<IfModule mod_headers.c>
Header unset Expires
Header unset ETag
</IfModule>
</lIfModule>



Nicht speichern Anweisung

<IfModule mod_headers.c>
<If "%{HTTP_USER_AGENT} !~ /archive\.org_bot/">
Header always set X-Robots-Tag "noarchive"
</If>
</IfModule>



PLUGINS ¥ Spring Sale! Sav 1 Pro Plugin

Ultimate htaccess Blacklist HELEGNTE
Digging Into Perishable Press is
¢ Posted by Jeff Starr in .htaccess J operated by Jeff Starr, a
WordPress professional web
developer and book author with two
Digeing Into WordPress: Take decades of experience. Here you will
your WordPress skills to the For those of us running Apache, find posts about web development,
next level. htaccess rewrite rules provide an WordPress, security, and more »

excellent way to block spammers,
scrapers, and other scumbags easily

. . THOUGHTS
RELATED POSTS and effectively. While there are
= many htaccess tricks involving Launching my new plugin, REST Pro
About nG Firewall . o - = 5
: : _ blocking domains, preventing lools % Granular control of the WP
Stop WordPress from Changing : S e s
Kinctou B access, and redirecting traffic, REST API.
ALalles:
e P ETa R R s aE CRAs Ca s Apache’s mod_rewrite module
Huge Collection of Code Snippets: ) ) ) The aldcrithim i t
HTAccess, PHP, WordPress, jQuery, enables us to target bad agents by testing the user-agent string against a € a\gorithm 1s way too
HTML, CSS ' predefined blacklist of unwanted visitors. Any matches are immediately hypersensitive.
Cleaning Up Google Search Results and quietly denied access. _ _
e p—, . 4 Y Working on a new pro WP plugin :)
Detect Attacks with PHP and
Ntaccess == Fresh updates for all of my books
+ More related posts » Update: Check out the new and improved 6G Blacklist/Firewall » now available! As always, book

owners can download the latest
versions for FREE :)

I Building the Blacklist

The same: your thoughts, your time,

https://perishablepress.com/ultimate-htaccess-blacklist/
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Anderungen verhindern

wp-content/mu-plugins/tweaks.php

<?php
add_filter( 'flush_rewrite_rules_hard','__return_false');
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.htaccess abschalten

<VirtualHost *:443>
ServerName example.net
DocumentRoot /var/www/htdocs

#...

<Directory /var/www/htdocs>
AllowOverride None
# Hier die .htaccess-Regeln ablegen
</Directory>
</VirtualHost>
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Yellow Lab & Tools

Online test to help speeding up heavy web pages

Free and open source!
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Mehr Infos

Apache Dokumentation
https://httpd.apache.org/docs/2.4/de/

WordPress Handbuch
https://developerwordpress.org/advanced-administration/server/web-server/httpd/

HTMLS Boiler Plate
https://github.com/h5bp/server-configs-apache

Ask Apache
http://www.askapache.com/htaccess/htaccess.html
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http://www.askapache.com/htaccess/htaccess.html

walterebert.com
profiles.wordpress.org/walterebert

@walterebert@social.walterebert.com



https://walterebert.com/
https://profiles.wordpress.org/walterebert/
https://social.walterebert.com/@walterebert

	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33

